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Bournemonth Avoid easy But, how to create
Universit
' © to guess complex passwords that
Y passwords? are easy to remember?
©000
Q oe e S Step 1 Use a phrase or a sentence.
e.g. | eat burger everyday
Have you gOt Step 2 Change some characters.
many online e.g. from character I'to ‘I’
Use password accounts? eat = 34t
Managst burger = Bur9er
o everydaz/e = e"eryday
space =
KeePass = n Ké\yr;r%laem Step 3 Now, combine them all.
e.g. "34t*Bur9er*e”eryday
Dashlane Lastpass

Need help?

Note: the above are only few examples of password manager, and there are many Call our IT Service Desk
commercial as well as free password managers available online. on +44 1202 9 65515
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@) Create Composite Master Key @

' Create Composite Master Key

C:temp\NewDatabase kdbx

R . " Get KeePass from

6' keepass.info/downlc [3~ Goog P BB~ 4+ H

[ J
WWW ke e a S S I n fo Specify the composite master key, which will be used to encrypt the database.
Bournemouth ° ® A composite master key consists of one or more of the following key sources. All sources you specify will

UniverSitY %) Getting KeePass — Downloads : be required to open the database. If you lose one source, you will not be able to open the database.
- Download V| Master password: eessssscssscsssssssssssssssssssssssssssses eee
KeePass 1s 1
KeoDacs Classic Edition Estimated quality: 135 bits 42ch.
fre e fo r Password Safe KeePass 1.32 P et i (Teg
e Installer: ] =

() ’a Home & News Download Now S e t l I l a S te r Create a new key file or browse your disks for an existing one. if you have installed a key provider
? SOUrcefarge - Trusted for Open Source plugin, it is also listed in this combo box.
1 &) Forums
, KeePass 132 (Installer EXE for Windows)

Windows user account

H.P Feature List _ _ _ This source uses data of the cument Windows user. This data does not change when the Windows
O SX d ; This package contains everything you need to account password changes.

s Screenshots use KeePass. Simply download the EXE file ; : S :
abave; run.it-and Follow the steps: of the 1. [f the Windows account is lost, it will not be enough to create a new account with the same
: user name and password. A complete backup of the user account is required. Creating and

installation program. You need local installation : : : :
- fin h is N impl k. If y nt know how his, dont enabl
Getting KeePass e L T Dbl e e i ns trﬁ;sst%pt%;uc a backup is not a simple task. if you dont know how to do this, dont enable

(]
I 1 [ l | IX ] Downloads don't have these rights). i
' ' e ——

@ Add Entry ==

Add Entry -
& Create a new entry. NewDatabase.kdbx - KeePass I = ” (=] ”_&J
File Edit View Tools Help [ Open Database - NewDatabase.kdbx
Entry | Advanced l PropertiesW]fAuto-Type | History | , A d d e n t ry d & [H | <® - ) & @ . @
— | ettt B = s Enter Master Key .
Title: Boumemouth Shopping Mall lcon: | ¥ 7 NewDatabas i = \
Q—' T ot Title C:\temp\NewDatabase kdbx
. I General
Username:  myusemame "
_"i_' Windows
Password: S00000RORRRRRRRRRRNYS L1 _/‘ Network J Master Password: oooooooooooooooooooooooooooooool ase

Repeat: ssssssssssssssseseee ¥ ‘3 Intc-r'nc-t | Key File: ‘(None) v’ ‘ )
g se the | ..
Quality: 116 bits | 20ch. | Windows User Account

@% Homebanking

URL: https:\\www bsm online| | |

- : master key e— |

to access the
> Enter the password Need help?

Call our IT Service Desk
on +44 1202 9 65515

] Expires: ~ 10/02/2017 00:00:00 B (&

— « == 1| account details database
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Mac

0OSX’s
password
manage

1

m Edit View Window Help

New Password Item...
New Secure Note Item...
New Keychain...

Import Items...

Add Keychain...
Delete Keychain “login”

Close

Go There
Get Info

Lock Keychain “login”
Lock All Keychains

FEN
43N
3N

38|

{3EA

N #EA

dEW

£
L

Make K n"” Default

Favorites

] Dropbox
E) All My Files
@ AirDrop

/: Applications
] Desktop
O Downloads

Gj ryandelmo

@ Creative Cloud Files

ICloud

¢\ iCloud Drive
=] Desktop
qu Documents

Name
Ulidp

¢ Crapher

A Keychain Access
%% Migration Assistant
o/ Script Editor

= System Information

& Macintosh HD »

Applications »

Keychain Access

A Date Modified

- - , J y 7
L9 Ja FAVA W A L J A

29 Jan 2017, 21:46 35
29 Jan 2017, 21:46 5.!
3 Jan 2017, 09:31 - AL
3 Jan 2017, 09:31

29 Jan 2017, 21:46 101.¢

Utilities > A Keychain Access

1s called
Keychailn

2

Add a

Keychain

1tem

Keychain Item Name:

https://www.social-media.account

Enter a name for this keychain item. If you are adding an Internet password
item, enter its URL (for example: http://www.apple.com)

Account Name:

username

Enter the account name asscciated with this keychain item.
Password:

laryngologists9894692"overturns

Enter the password to be stored in the keychain.

‘ - ——

Password Strength: Weak

v| Show Typing
Cancel Add

To use the
password,
click the ~ww-
Copy button

0O

-

4 3

g login
@' Local ltems

Keychains

(1 System
] System Roots

Category
9 All Items
" Passwords

EJ My Certificates

I Keys
; Certificates

Click to lock the login keychain.

Keychain Access

www.social-media.account

ind: Internet password
nt: username
WNhere: https://www.social-media.account

‘led: Today, 15:23

Kind Date Modified

www.social-media.ac

_+_

com.apple.assistant
com.apple.assistant
com.apple.assistant
com.apple.fac...ime: n
5882D8A9-1...5-EE3(
com.apple.account.ic

com.apple.ac...s.heartbeat-token

Copy Password to Clipboard -

Copy "www.social-media.account”
Delete “www.social-media.account”

Go There
Get Info
application password Today, 10:17

Apple Persistent State Encryption application password Today, 09:47

com.apple.assistant

1 Copy

application password Today, 09:44
234 items

5

Enter the
account
details

Copy

Need help?

Call our IT Service Desk
on +44 1202 9 65515
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Get LastPass e Click
ooooo 3= 10:28
1 vault T 1 C Cancel Add Site
Bournemouth on App Store the +
UnlverSIty . -+ Save Custom Site
ooooo 3= 10:21 Q@ 82% )4 S 1028 9 SSHE Si n fi Facebook
7 . Cancel Create Account 2 g Bl Google
Q. lastpass
Twitter
LastPass
Password Man... p— LaSt PaSS coe| O P e n 3 8 Amazon
LogMeln, Inc. M | inladin
(8)
O ofters Apole Watoh Ao the QWERTYUIOP
Manage Passwords Create Strong,
in a Secure Vault Unique Passwords a é E E E 9 E i E L
o= W = "~ PP 2 ZXCVBNM &
- I WD W ad G G o B o

] Cl e d
o nKr9ophl@#t#Unwla v ‘ *
§ ’ a [ l d vault 123 g space Search
aaaaaaaaaaaa .com ength % - —_— . /

By creating an account, you are agreeing to
our End User License Agreement and

© TARGET 1::;:: . .

ey Privacy Statement . S 1 g nup S t a rt
wwwwww 3= 4

Womoms Eromote Create Account o

( Google

. 1 1R | Cancel a 1 [ ] g

i T S your
W L E E o
6 Save online

: - e Our EftL ://www.somewebsite.com
Try password Click - your .. accounts
yb lo gin o

manager app [ubdd the key Jetaile | - ]
on mOb].].e LastPass iCOn fo e Generate New Password Need help?

Call our IT Service Desk
devices copy the password

NOTE on +44 1202 9 65515
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